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Mike HARMON
AubDITOrR OF PuBLIiIC ACCOUNTS

July 12, 2018

Laurie Dudgeon, Director
Administrative Office of the Courts
1001 Vandalay Drive

Frankfort, KY 40601

Dear Ms. Dudgeon:

The Auditor of Public Accounts (APA) has completed its examination of the
Administrative Office of the Courts (AOC). This report summarizes the procedures performed
and communicates the results of those procedures.

The focus of the examination was to evaluate AOC’s policies and procedures related to its
financial activities and operations. Our procedures included interviews with AOC employees,
review of practices and procedures, analysis of financial documents and contracts, and other
procedures as necessary.

The purpose of this examination was not to provide an opinion on the financial statements,
but to ensure appropriate processes are in place to provide strong fiscal management and oversight
of the financial activity of AOC and to review specific issues brought to the attention of this office.

Detailed findings and recommendations based on our examination are presented in this
report to assist AOC in implementing corrective action. Finding 1 (page 10) summarizes
significant weaknesses identified that contribute to a weak overall control environment at AOC.
Chapters 3-6 detail particular examples of failure to follow existing policy or lack of appropriate
policies, procedures, or processes. Overall, these findings indicate the following:

e AOQOC has failed to follow its own policies and guidance. AOC staff are sometimes
mistaken or uninformed about these policies. Many policies and practices are insufficient
to produce adequate records, or to guard against waste, fraud, and abuse.

e Due to a lack of sufficient controls over inventory and surplus property sales, AOC is at
high risk of misappropriation or misplacing of assets.

e AOC’s administrative rules are not applied equally to higher levels of management and
elected officials. Senior management, Justices, and judges must be held to the same
standards as other employees when it comes to such matters. While elected officials
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cannot be terminated, revocation of privileges such as take-home vehicles, for example,
may occur when policies are violated.

e The KYCourts Il system contains serious security lapses that must be addressed and
corrected. These issues must also be addressed as the new KY Courts 111 system is
developed and implemented. As AOC continues to move toward electronic case
management and filing, it must do so in a responsible manner with appropriate safeguards
and processes.

e While many of the identified lapses occurred within the Departments under the authority
of the former Executive Officer of Administrative Services, AOC management in general
did not adequately monitor or oversee all areas of operations.

To assist AOC in addressing the serious management issues identified in the report, APA will
conduct training later this month in the areas identified in Appendix I: APA Training Topics for
AOC.

We appreciate your assistance and the assistance of your staff throughout the examination. If
you have any questions or wish to discuss this report further, please contact me or L. Christopher
Hunt, Executive Director, Auditor of Public Accounts.

Sincerely,
Mike Harmon

Auditor of Public Accounts

cc: Chief Justice John D. Minton, Jr.
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CHAPTER |: INTRODUCTION

Scope and Impetus of Examination

The Auditor of Public Accounts (APA) initiated a special examination of the
Administrative Office of the Courts (AOC) in response to the request of the AOC Director and the
Chief Justice. The primary purpose of this examination was to evaluate AOC’s policies and
procedures related to its financial activities and other operations to determine whether management
can rely on these processes to help ensure the risk of waste, fraud, and abuse is at an acceptably
low level. The purpose of the examination was not to provide an opinion on financial statements.
Any findings identified by the APA as part of this special examination are presented in this report,
along with recommendations to ensure AOC’s operations are appropriate and transparent.

To complete this examination, the APA conducted numerous interviews and reviewed
thousands of documents, including, but not limited to: Kentucky Court of Justice (KCQOJ) policies,
AOC department guidelines and procedures, local facility audits, contracts and leases, vendor
payments, travel and expense reimbursements, inventory records, surplus sales receipts, and fleet
records. Unless otherwise specified, the examination covered activities from July 1, 2015, through
June 30, 2017. To fully assess some matters, the time period of certain documents reviewed by
the APA and issues discussed with those interviewed may have varied.

Kentucky’s Unified Court System

In 1976, the Judicial Article to the Kentucky Constitution established the Kentucky unified
court system, otherwise known as the Kentucky Court of Justice. By this article, the Judicial
Branch was established as an independent branch of government, separate from the Executive and
Legislative branches. Kentucky Constitution, section 109, states “the judicial power of the
Commonwealth shall be vested in one

Court of Justice which shall be divided
into a Supreme Court, a Court of Appeals, AOC is the operational arm of the Judicial Branch,

a trial court of genera| jurisdiction known used by the Chief Justice to carry out his role as the
as the Circuit Court and a trial court of executive head of the Court of Justice.

limited jurisdiction known as the District
Court.”

The Judicial Article also established the position and role of Chief Justice, who is elected
by the Supreme Court to serve for a four-year term. AOC is the operational arm of the Judicial
Branch, used by the Chief Justice to carry out his or her role as the executive head of the Court
of Justice. Duties of AOC include administering the Judicial Branch Budget, maintaining court
statistics, administering personnel policies and payroll for court personnel, maintaining court
facilities, and providing educational programs for judges, circuit court clerks, and support staff in
all 120 counties.
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Organizational Structure of AOC

The organizational structure of AOC changed shortly after the APA examination began,
primarily impacting divisions and units formerly reporting to the Department of Administrative
Services. Figure 1 shows the organization of AOC as of October 4, 2016:

Figure 1: Organization Chart for AOC as of October 4, 2016
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As reflected in Figure 1, the Department of Administrative Services consisted of the
Division of Auditing Services, the Division of Facilities, the Capital Construction Unit, the Real
Property Unit, the Logistics Unit, the Court Security Unit, the Printing Services Unit, and the
Maintenance Unit. Functions handled by this department included, but were not limited to: public
and private sector leasing, fleet maintenance, inventory, surplus sales, court security, and facility
audits. This organizational structure was in place for the majority of the period examined.

On July 13, 2017, AOC reorganized its operations, eliminating the Department of
Administrative Services, and moving the Division of Auditing Services and the Division of
Facilities to report to the AOC Deputy Director. It also moved the Court Security Unit, Logistics,
and Printing to the newly created Division of Property Accountability and Inventory Control
(DPAIC). The following diagram shows the organization of AOC as of July 13, 2017:

Figure 2: Organization Chart for AOC as of July 13, 2017
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Judicial Branch Budget

Each biennium, AOC develops and submits to the Kentucky General Assembly a budget
request for the entire judicial branch, which includes court operations and administration, local
facilities fund, Judicial Retirement System, and capital projects. Over the last decade, until FY
2018, AOC general fund expenditures have exceeded general fund appropriations. AOC primarily
covers these deficits by transferring general fund expenditures to restricted fund accounts with
excess revenues. AOC reports that cost-saving measures, such as reducing personnel costs through
attrition, reduces the amount of restricted funds needed to offset the deficit. To address its general
fund deficits in FY 2016 and FY 2017, AOC used restricted funds from the Court Services Fund
and the Master Commissioner Fund, respectively. The table below (Figure 3) presents the entire
Judicial Branch Budget, including the Court of Justice and the Judicial Form Retirement System,
as enacted by the legislature for the last three fiscal years:

Figure 3: Enacted Judicial Branch Budget Summary by FY

Source of Funds FY 2015-16 Enacted | FY 2016-17 Enacted | FY 2017-18 Enacted
General Fund $ 337,449,600 $ 347,907,700 $ 346,299,000
Restricted Funds 49,611,800 37,654,500 37,152,900
Federal Funds 3,611,200 2,593,000 1,440,400

Total Funds: $ 390,672,600 $ 388,155,200 $ 384,892,300

Source: Auditor of Public Accounts based on the 2014-2016 and 2016-2018 Budget of the Commonwealth.

Language in the 2016-2018 biennial budget states, “[t]he Chief Justice of the
Commonwealth of Kentucky shall have the ability to transfer funds to other programs and budget
units within the Judicial Branch. Any funds transferred to other budget units within the Judicial
Branch may be used to support any activity, program, or operation of the budget unit or program
receiving the respective funds.” According to AOC, this budget language provides flexibility to
transfer certain funds in the judicial budget as needed to help address reported imbalances. In
addition to budgetary imbalances, AOC overspent in the area of Technology Services during FY
2016 and FY 2017. General fund budget-to-actual expenditures for fiscal years 2016 and 2017
can be seen at Appendix A: Summary Schedule of Judicial General Fund Budget to Actual
Spending FY 2016 and Appendix B: Summary Schedule of Judicial General Fund Budget to
Actual Spending FY 2017. While Figure 3 includes the entire judicial branch budget, the schedules
in Appendices A and B only include general fund expenditures without Judicial Form Retirement
System expenditures.
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CHAPTER Il: THE OVERALL CONTROL ENVIRONMENT

The findings in this chapter discuss broad
management and policy weaknesses at AOC that
impact overall operations. Many of the findings
in other chapters of this report can be traced to a
poor overall control environment. Internal
controls are policies or processes that ensure an
agency has reliable information, operates
efficiently, complies with laws, and reduces the risk of fraud. A strong culture of accountability
is critical to having effective controls, and the culture is established by the tone at the top — the
actions and policies of management.

Internal Controls are policies and processes
that ensure an agency has reliable
information, operates efficiently, complies
with laws, and reduces the risk of fraud.

Finding 1: AOC’s Weak Control Environment Has Led to a Lack of Accountability

There is a pervasive lack of accountability at AOC. The agency environment is the
foundation of the overall internal control structure. As is shown in this report, that control structure
is weak. The actions of management contribute to the core set of values that influence decisions
of agency personnel. Accountability begins with upper management and elected officials setting
a proper tone by being exemplars of expected behavior and complying with policies. A strong
control environment also includes proactive management that seeks out, identifies, and addresses
weaknesses. A weak accountability mindset can lead to violation of policies, inefficient
operations, and fraud.

Lack of Oversight

The following issues noted in the report demonstrate that AOC requires more oversight,
both from its own management, and from external sources. Without external review, there is little
incentive to monitor controls and policy compliance. In such an environment, even conscientious
employees may become lax, and some employees are tempted to manipulate the weak control
environment for personal benefit. The judicial branch is too insulated from outside review, and
over a period of time this has led to multiple issues identified in this report.

e As far as AOC management and the Auditor of Public Accounts are aware, there has
been no prior comprehensive external audit, review, or comprehensive examination of
AOC. Furthermore, AOC’s internal audit function is ineffective (Finding 3, page 17).

e Reporting lines are confusing and sometimes conflicting. There is varying guidance
regarding who addresses conflicts of interest as an “appointing authority” (Finding 4,
page 21). There is no single decision-maker for exceptions to competitive bidding
(Finding 5, page 25).

e AOC does not maintain a log of complaints, unless the complaint was made via e-mail
(Finding 3, page 17). Complaints were previously handled in an ad hoc manner. On
April 15, 2018, AOC updated its internal policies to include procedures for reporting
waste, fraud, and abuse (Finding 3, page 17).
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Simple documentation is not required or maintained in many instances. Exceptions to
competitive bidding are not required to be documented, and a former Manager noted that
“Departments are currently making their own determination” (Finding 5, page 25).
Private sector lease files did not contain significant required documentation, leading to
unanswered questions about the procurement process in several instances (Finding 14,
page 57). Payments to local governments for court facilities were adjusted by the former
Executive Officer of Administrative Services with no supporting documentation (Finding
15, page 65). No log is maintained for sanitized information technology equipment
(Finding 9, page 41). Documentation of employee personal mileage for fleet vehicles
was not required or maintained per IRS guidelines, and adequate vehicle and
maintenance records were not maintained (Finding 12, page 52).

AOC did not establish user security auditing for its internally developed case
management system used in all 120 counties, KY Courts Il (Finding 19, page 77).

Known Problems Have Not Been Addressed

AOC management is largely reactive, addressing problems as

Proactive management  they arise. However, in several instances identified in this report,
should actively seek to ~ even known problems were worked around or ignored. Issues
identify and address weak brought to the attention of management should be addressed directly
processes and policies. ~ and promptly. Furthermore, management should take an active

interest in seeking out weak controls and inefficiencies to keep the

agency operating effectively, ethically, and to prevent small issues from becoming larger
problems.

Both the AOC Director and the Chief Justice acknowledged problems with the
policymaking process. The AOC Director noted that there was no central location for
policies. Policies are scattered, conflicting, and ambiguous (See Finding 4, page 21;
Finding 5, page 25). The AOC Director and Legal Services had different impressions of
whether the Legal Services Department was always involved in policy review (Finding 2,
page 14).

AOC did not follow advice documented in a 2010 memo from its legal counsel regarding
how to conduct surplus property sales. Instead, AOC held multiple employee-only sales
and engaged in additional private transactions from 2012 to 2016. A former Executive
Officer participated in the sales as a buyer and also determined which items would be
sold, set the sales prices for items, and coordinated the sales, all with little to no oversight
(Finding 6, page 30).

AOC maintains three separate databases for inventory. The third database was created
because one department did not trust the data entry of another department. Rather than
correcting this problem, the third database was created. Due to this and other factors,
AOC has at least $2 million in inventory system errors, putting AOC at high risk of
misappropriation of assets (Finding 7, page 34).

Multiple problems with fleet reimbursement are identified in Finding 12 (page 52). The
Chief Justice questioned whether it is necessary for Justices to have take-home vehicles
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and suggested that mileage reimbursement may be sufficient instead. This policy change
has not been implemented.

Near the beginning of the examination, internal audit staff identified two issues that
resulted in findings in this report. One staff member identified lax inventory procedures
and missing laptops discussed in Finding 7 (page 34). Another staff member identified
the log-in template password issue discussed in Finding 18 (page 76). However, there
was no internal audit plan to address these concerns (Finding 3, page 17).

Elected and Appointed Officials Have Not Set a Proper Tone

With respect to administrative matters and expense reimbursements, elected officials and

executive staff members should be treated the same as other government employees. This means
they should receive the same levels of benefits or reimbursements in the absence of legitimate
business reason for variation. Policies must be in place to
permit staff to strictly enforce these requirements and

management must support the policies. The AOC Director
stated that some of the AOC employees had taken a “verbal
beating” from elected officials. The Chief Justice stated that

Even an elected official is not
entitled to reimbursement
without a receipt.

he could counsel elected judges or ultimately refer them to the

Judicial Conduct Commission, but otherwise did not have power over elected officials. Personnel
at all levels should be held accountable for following policies, obtaining appropriate approvals,
and submitting supporting documentation. Otherwise, privileges or expense reimbursements
should ultimately be withheld or revoked as a consequence of violation of policies to ensure
appropriate use of taxpayer dollars and prevention of fraud.

A former Executive Officer purchased multiple items at employee-only sales events that
he conducted, including items with significant discrepancies in the process that were in
his favor. Two Supreme Court Justices purchased surplus property (furniture and a
vehicle) in private transactions that were not advertised and not part of the employee
sales events. AOC revised its surplus property sales policy in April 2017 after media
coverage of the sales (Finding 6, page 30).

The vast majority of credit card expenses by the Chief Justice and the AOC Director that
auditors examined lacked any supporting documentation. There was no pre-approval or
subsequent review of credit card activity by anyone other than the cardholder, and no
cardholder agreements were required for key officials issued a credit card (Finding 11,
page 50).

AQOC practice is to allow elected or appointed officials to submit reimbursement requests
directly to the Division of Accounting and Purchasing with no other authorization prior to
processing. Justices are reimbursed for meals at a rate $16 to $39 higher than other
employees. Reimbursement of Kentucky Bar Association dues must be made within
sixty days by all employees according to policy, or the request will be denied. However,
proof of these same expenses incurred by Justices and judges must be submitted within
ninety days, and the policy does not provide for denial of late requests (Finding 10, page
44).
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e One Justice reported personal mileage for a seventeen-month period in a single
submission after auditor inquiry during this examination, which he reported down to the
tenth of a mile for that period. The same Justice’s personal mileage for a period of
approximately four months was not reported and was unaccounted for (Finding 12, page
52).

e In March 2016, the AOC Director instructed a staff member to purchase personalized
Mint Julep cups for State Justice Institute board members at the request of the Chief
Justice’s spouse (Finding 13, page 55).

Existing Controls Were Ignored or Not Understood in Many Instances

For internal controls to be effective, the personnel involved must be conscientious and
understand the purpose of the control. Management can ensure both aspects are present—by
holding employees accountable to follow through with policies, and by educating employees
regarding why policies are in place and how they contribute to effective operations.

e AOC was significantly noncompliant with its own policies when procuring private sector
leases. There was no documentation to justify AOC’s decision to procure a lease with a
Justice’s family members that was three times as expensive as the other available space.
There was conflicting documentation regarding the terms of a former Justice’s office
lease. According to a current manager, the former Executive Officer of Administrative
Services instructed staff to bypass Budget Department review of leases and altered the
form to remove the signature line for the Budget Department (Finding 14, page 57).

e Two new laptops were unaccounted for due to multiple failures in processing and
receiving the order, including an employee who confirmed receipt of these items without
actually counting the laptops (Finding 7, page 34).

e Personal mileage reporting was miscalculated repeatedly due to failure to understand the
formula for which IRS guidance is available (Finding 12, page 52).

e AOC acknowledged it does not follow its Vehicle Use Policy requiring monthly reporting
of personal mileage, but it also did not follow the less stringent stated practice of
quarterly reporting (Finding 12, page 52).

e Estimated payments to local governments for court facilities were reviewed by AOC’s
internal audit division for adjustments to actual figures, but no process was in place to
follow up and confirm that the correct adjustments were made after these audits. Lack of
communication and follow-up resulted in over $333,000 in errors in these local facility
payments over a two-year period (Finding 15, page 65).

e Individuals who left employment maintained access to AOC’s case management system
for an unreasonable amount of time, in one case well over a year after termination of
employment (Finding 17, page 74).

e Template accounts named “Auditors” and “Inquiry” had the ability to create, update, and
delete cases in the case management system. The passwords for these template accounts
had never been changed, meaning anyone granted access at any time continued to have
access and change rights (Finding 18, page 76).
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Recommendations

We recommend AOC require all levels of management and elected officials to comply with
administrative rules consistently. Failure to adhere to policies should result in loss of privileges
that are provided subject to compliance with internal controls, such as adequate and timely
documentation.

We recommend AOC upper management be particularly conscientious about following
policies and, to the extent possible, hold elected officials to that same level of accountability.
Employees should understand the policies and procedures they are following and how they

contribute to the effective operation of the agency. This
understanding also allows employees to make meaningful

Cross-training and shared suggestions for improvement in policies.
leadership are essential for
effective monitoring, adequate Staff development, training, and assignment should
segregation of duties, and be sufficient to ensure that no one person has entire control
succession planning. or sole knowledge in any particular area. Without shared

knowledge and responsibility, employees cannot be
sufficiently monitored and duties cannot be adequately segregated. Cross-training also allows
operations to continue in the absence of key personnel, on a short-term or long-term basis.

Finding 2: The Policymaking Process is Fractured

Authority for AOC policymaking is not well-defined and there is no standard or official
process for creating policy. Management at AOC have different impressions of who is able to
create policies, the process for implementing those policies, and what policies are in effect. The
AOC Director called the policy process “fractured” and said that policies had been “all over the
place.” The Director acknowledged that there was no central place to find policies and that some
policies conflict with others. The Director noted policies as an area that needed improvement and
was not sure that all employees understood AOC policies. Our examination confirmed these
statements. As a result of the lack of a policymaking process, AOC policies are scattered,
conflicting, not communicated or enforced, and confusion abounds.

Judicial Branch Governance

On January 1, 1976, the Judicial Article went into effect, creating the modern Kentucky
judicial branch, known as the “Court of Justice.” Kentucky Constitution § 109 states:

The judicial power of the Commonwealth shall be vested exclusively in one
Court of Justice which shall be divided into a Supreme Court, a Court of Appeals,
a trial court of general jurisdiction known as the Circuit Court and a trial court of
limited jurisdiction known as the District Court. The court shall constitute a
unified judicial system for operation and administration. The impeachment
powers of the General Assembly shall remain inviolate.
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(emphases added). Under this unified system, the judiciary in all districts, circuits, and counties
in Kentucky is administered within a single judicial branch, the Kentucky Court of Justice. The
current Chief Justice stated to auditors that Kentucky is still learning what it means to operate as a
unified judicial system and that Kentucky’s judiciary is an evolving branch of state government.

The Supreme Court, the highest division of the Court of Justice in the Kentucky
Constitution, elects a Chief Justice, who serves for four years. Kentucky Constitution section
110(5)(b) states that the Chief Justice “shall be the executive head of the Court of Justice and shall
appoint such administrative assistants as he deems necessary.” The current Chief Justice stated in
2017 that the Judicial Article “made the chief justice the administrative head of the state court
system.” This role is further confirmed by KRS 27A.010.

The Administrative Office of the Courts comprises the staff used by the Chief Justice to
carry out his role as executive head of the Kentucky Court of Justice. The Chief Justice may
appoint a director of AOC and such other assistants and staff as he chooses. All of these serve at

the pleasure of the Chief Justice, with the director of AOC
The Chief Justice has authority over appointed every four years and subject to confirmation by
all AOC policies as the executive  the Kentucky Senate. KRS 27A.020 and KRS 27A.050
head of the Court of Justice. describe the role of AOC and authorize the Chief Justice

to make these delegations of his authority.

Constitutionally and statutorily, policy or procedure at any level of AOC must derive from
the Chief Justice as the executive head of the Court of Justice. However, the Chief Justice may
choose to delegate some or all of his policymaking authority to the director of AOC, or to any
combination of AOC staff, pursuant to KRS 27A.020.

Policy Creation by the Supreme Court

The Supreme Court meets on Monday of every “Court Week” to discuss administrative
matters. “Court Week” typically occurs once per month. These meetings on policy or
administrative matters for an entire branch of state government are not open to the public and there
is no open meetings policy adopted by AOC. An open records policy was approved unanimously
by the Supreme Court during one of these closed meetings in the summer of 2017.

The current Chief Justice has decided to share authority with the other members of the
Supreme Court, which meets as a body not only on matters under its judicial jurisdiction, but also
on at least some administrative matters for the Court of Justice. The Justices vote on changes to
policy and it seems that a majority must agree before a policy is changed or adopted. The current
Chief Justice told auditors that the other members of the Supreme Court were interested in
participating and he wanted to encourage that participation. According to former Manager of the
Division of Accounting and Purchasing, this has resulted in the Chief Justice being outvoted with
respect to changing lodging reimbursements that affect the Justices, even though the Chief Justice
has the sole power to enact or change that policy. This proposed policy is discussed in Finding 10
(page 44). The current Chief Justice cited Kentucky Constitution § 116 in support of the practice
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of voting on administrative policies. However, that section appears to deal with judicial matters
and rules of practice and procedure before the courts, not administrative matters.

The deliberation of policies at the Supreme Court level among the Justices has led to a slow
policymaking process. Creating personnel policies was a two-year process. It is not the auditor’s
role to determine whether it is appropriate for the judicial branch to be governed by the Supreme
Court as a whole rather than the Chief Justice. However, every indication is that ultimate authority
on administrative matters resides with the Chief Justice.

Administrative Procedures and Administrative Orders

The highest level of policy and most formal for the Kentucky Court of Justice are
Administrative Procedures (AP). These are adopted by the Supreme Court as a body as described
above, although only the Chief Justice signs the resulting AP. These are used as higher-level,
long-term policies for the Court of Justice. Shorter-term rules are adopted as Administrative
Orders (AO), such as pilot programs or appointments.

AOC Policies and Procedures

The Chief of Staff for the current Chief Justice anticipated that other policies for AOC
should be developed by the relevant department, reviewed by legal counsel, and ultimately adopted
by the AOC Director, but acknowledged that might not be the practice. In fact, each department
creates its own policies, which some understand to be applicable to that single department rather
than AOC as a whole. AOC’s legal counsel stated there is no requirement that AOC departmental
policies be reviewed by legal counsel, but that legal counsel would do so if review was requested
by a department. AOC legal counsel stated that, although KRS Chapter 45A dealing with
procurement and the associated Finance and Administration Policies (FAP) do not apply to AOC,
each department could choose to follow a particular FAP or set of FAPs. This could result in each
department following or not following different procurement rules at AOC, and doing so without
advice from AOC’s legal counsel.

What is a “Policy?”

At the outset of the examination, auditors requested AOC policies for various areas.
During the examination, some policies provided in response to this request were diminished by
AOC management, such as saying that something was not a true “policy,” but more of a guideline
or practice. The fractured policy process has led to lack of understanding about what is policy and
who has authority to create it. It also permits managers and employees to engage in semantics to
avoid accountability, rather than following rules set down for consistency and assistance with job
duties. No matter what they are called (orders, policies, guidelines, etc.), rules and procedures
should be in writing, applicable to all employees, and enforced uniformly. Employees should not
be given written directives that they are not expected to actually follow.
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Recommendations

The Chief Justice should create written delegation of his policymaking authority if he
intends to delegate that authority. He should describe in detail who has authority to create policies
by type, subject matter, and applicability, and may wish to specifically indicate what policymaking
authority is retained by him. He should also create written guidance regarding the process for
policy approval, or delegate the creation of this guidance to a
member of AOC staff and confirm that it is accomplished

promptly. AOC should conduct a

comprehensive review of

All existing AOC policies, including those created by @l internal policies from
departments, other than APs and AOs, should be inventoried, the ground up.
assessed, and re-enacted pursuant to the new process created in
response to these recommendations.

AOC should create and maintain a central location for policies that is accessible to its
employees and other applicable parties. Established policies should routinely be reviewed to
ensure the policies reflect current operations. In addition, new policies or modifications of existing
policies should be communicated to relevant staff as they are adopted. Major changes to policy
may require training.

The Chief Justice should consider whether the practice of the Supreme Court as a whole
deliberating and voting on administrative matters is an impediment to efficient and appropriate
policy implementation. Furthermore, if the Supreme Court meets regarding administrative
matters, it should do so consistent with the open meetings laws in place for similar decision-making
bodies, and the Court of Justice should adopt similar policies as it has done recently for open
records.

Finding 3: Insufficient Internal and External Auditing

AOC has a Division of Auditing Services (the Division) that does not provide a true internal
audit function. It is essential that an internal audit division be independent, have an internal audit
plan, and be competent to carry out this plan. An independent internal audit division should have
a charter setting forth its authority. An internal audit plan should deliberately address issues based
on risk. A well-developed internal audit division would include a reporting mechanism to
investigate and address concerns at AOC. For an organization like AOC, that has minimal external
oversight, internal audit functions are crucial to provide
feedback that improves operations and identifies problems.  Internal auditing is an important

Audits and attestation engagements performed by internal mechanism for feedback to
auditors could provide an independent and objective improve operations and identify
assessment of AOC’s internal controls to ensure taxpayer problems.

dollars are accounted for appropriately and in compliance
with state and federal laws and regulations.



Chapter Il: The Overall Control Environment
Page 18

The Division of Auditing Services includes a manager, twelve field auditors across the
state, one auditor based in Frankfort, one investigator, and three project specialists, plus support
staff. The functions of the division include:

e Annual audit of 120 Master Commissioners throughout the state.

e “Transfer Packages” to transition between outgoing/incoming circuit clerks or master
commissioners as needed.

e Periodic audits of Circuit Court Clerks, along with monthly reviews of financial
summaries for each Circuit Clerk’s office.

e Annual facility audits of each county’s court facilities for the purpose of determining if
payments made by AOC were received and in the proper amount. Prior payment
amounts may be adjusted in the current year as a result of these audits.

e Special investigations and audits, usually initiated by complaints.

Audits of Circuit Court Clerks are required by KRS 431.531. Audits of Master
Commissioners are required by Administrative Procedures of the Court of Justice (AP) IV § 11.

During the period examined, three members of AOC’s audit staff were on reassignment to
a special project unrelated to auditing. Requests for special audits are initiated from executive
officers or the AOC Director. According to AOC, the following special internal audits were
conducted during the past five years, reflecting a lack of recent internal audit activity directed to
central management and finances:

Analysis of Technology Services Purchases in 2013.

Drug Court audits in 2013, 2014, and 2016.

Money handling procedures at the Records Division in 2014.
Accounting/travel voucher processes for June 2015.

Scope and Nature of Work by the Division

AOC’s Division of Auditing Services had planned to conduct an accounting/budget audit,
but due in part to workload, the audit has not truly begun and is still delayed or in the planning
stages. The Division did not believe that they were independent, and were frustrated about the
lack of true internal audits they were able to perform due to other workload. The Division was not
able to clearly define any requirements at AOC to report waste, fraud, or abuse to their division.
The only process identified was an e-mail from the AOC Director in 2017 regarding the Finance
and Administration Cabinet’s Red Flag Reporting system. During the examination, AOC adopted
a hotline and process for reporting waste, fraud, and abuse in the spring of 2018.

AOC has no internal audit plan. The Division
had some concerns regarding areas they were asked  |nternal audit staff were aware of some

to investigate and issues they were not asked to issues that resulted in findings
investigate.  One staff member identified lax contained in this report, but these
inventory procedures and missing laptops that were concerns were not addressed.

confirmed in this examination in Finding 7 (page 34).
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Another staff member identified the log-in template password issue discussed in Finding 18 (page
76). However, no internal audit planning was put in place to audit or address these concerns.

AOC Had a Problematic Organizational Structure in Place until July 13, 2017

Prior to July 13, 2017, the Division of Auditing Services was organized under the
Department of Administrative Services, and the Auditing Services Manager reported to the
Executive Officer of Administrative Services. The Department of Administrative Services
included several other areas that could be subject to audit, most notably facilities (real property,
maintenance, capital construction). Additional areas of responsibility were assigned to the
Executive Officer of Administrative Services as well.

This reporting structure could have hindered internal auditing independence. According
to the Institute of Internal Auditors’ International Standards for the Professional Practice of
Internal Auditing (IPPF) 1110 “The chief audit executive must report to a level within the
organization that allows the internal audit activity to fulfill its responsibilities.” International
Standards for the Professional Practice of Internal Auditing (IPPF) 1110. This can be achieved by
having the chief audit executive report “functionally” to the highest management level of the
organization. IPPF 1110 (Interpretation). In fact, internal audits of facility payments were
modified by the former Executive Officer, as detailed in Finding 15 (page 65).

AOC Should Implement a True Internal Audit Function Using Accepted Principles and
Practices

An internal audit function should be structured to have a level of independence. This
independence is accomplished in a couple of ways. First, “[t]he purpose, authority, and
responsibility of the internal audit activity must be formally defined in an internal audit charter,”
according to IPPF 1000. Senior management approves and updates the internal audit charter,
which establishes the authority of internal auditors, the structure of internal auditors within the
organization, and who oversees the internal audit function. Second, the chief audit executive
should interact with the governing body of the organization, and must report to a sufficiently high
level within the organization. IPPF 1110 and 1111. Having the Auditing Services Manager report
to the Executive Officer of Administrative Services, who was also responsible for several areas
subject to audit, is not appropriate without sufficient safeguards. The current organizational chart
has the Auditing Services Manager reporting to the AOC Deputy Director, see Figure 2 (page 8).

Internal audit activity should be focused on identifying, monitoring, and communicating
risks. This is accomplished through an internal audit plan. Rather than being entirely reactionary
based on complaints and ad hoc directives from management, internal audit activity should
“evaluate and contribute to the improvement of the organization’s governance, risk management,
and control processes using a systematic, disciplined, and risk-based approach.” IPPF 2100. This
plan is developed and prioritized by the chief audit executive “consistent with the organization’s
goals.” IPPF 2010.
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Most of the Division of Auditing Services’ work is either focused on local county offices
(circuit clerks and master commissioners) or accounting/bookkeeping services. AOC programs
and departments are not the focus of audits. Annual audits of circuit clerks and master
commissioners address important risk areas and provide oversight. However, these audits do not
provide central oversight or address the core management or processes involved in AOC
operations. Internal auditors at AOC are not required to have special licenses or certifications at
any level, including the manager.

Reporting Waste, Fraud, and Abuse

APA Auditors requested the point of contact or procedures AOC shared with its staff
regarding how to report waste, fraud, and abuse. AOC did not identify a process other than those
related to personnel grievances, such as working conditions or employment decisions. The only
other guidance staff identified was an e-mail forwarded by the AOC Director, which appeared to
reference the Red Flag Reporting web site maintained by the executive branch’s Finance and
Administration Cabinet. Otherwise, most employees interviewed indicated AOC has no
mechanism in place for reporting waste, fraud, and abuse.

The AOC Director stated that complaints are typically addressed by the Legal Department
or Human Resources, depending on the type of complaint. Most complaints received by AOC
involve local or county issues as opposed to issues relating to AOC central management.
Complaints in the past have been sent to the public information officer. No central log of
complaints is maintained, although there may be records for those complaints received by e-mail.
There does not appear to be a uniform process for receiving and handling complaints.

On April 15, 2018, AOC updated the Kentucky Court of Justice Personnel Policies to
include procedures for reporting waste, fraud, and abuse. The new policy provides a toll free
number and web site for reporting. It states that complaints “will be forwarded to the appropriate
entity for investigation,” that violations will be addressed by disciplinary authority, and that
employees may not be retaliated against for reporting or corroborating reports in good faith. The
judiciary “or any member or employee of the judiciary” is a reporting entity under the Kentucky
Whistleblower Act, KRS 61.102.

AOC Is Not Required to Have Routine External Audits

Until this examination by the Auditor of Public Accounts, there has not been a substantial
audit or examination of the judicial branch. This examination is the only external or independent
review of management and financial activities of which
AOC or the Auditor of Public Accounts is aware in the
history of AOC. The only audit activity identified includes
previous federal audits related to grants or AOC’s inclusion
in statewide inventory testing as part of the audit of the
Commonwealth’s financial statements.

This examination of Kentucky’s
judicial branch is the first of its
kind, but should not be the last.



Chapter Il: The Overall Control Environment
Page 21

Although its budget may not be material in the context of the state’s financial operations,
AOC is significant as a separate branch of state government that is self-governing and insulated
from outside review. External audits not only provide valuable feedback to management on
operations, they also act as a deterrent to potential waste, fraud, and abuse because financial
activities are reviewed by individuals that do not report to management.

Recommendations

We recommend AOC develop a division with a true internal audit function. The division
should have a charter or at minimum an internal audit plan, report to the Director or above, have
interaction with the Chief Justice as chief administrator of AOC, and be given the independence
necessary to investigate and audit areas of risk without interference or waiting on specific
directives. The division should also have quality control through internal and external
assessments.

For greater independence and to create a reporting function, we recommend AOC consider
creating an audit committee that separates management from the internal audit activities that
provide oversight of management.

We recommend AOC also evaluate and consider, as part of an internal audit function, the
competencies, education, and experience required for staff assigned to this function. This
evaluation is consistent with the IPPF Standards cited throughout this Finding.

If an internal audit function is more fully developed, we recommend AOC designate its
internal audit division or internal audit committee as a reporting entity for allegations of waste,
fraud, and abuse. Internal auditors should be aware of any such allegations for their risk
assessment and audit planning.

We recommend the General Assembly require an annual external audit of AOC, permitting
the Auditor of Public Accounts a right of first refusal to audit or examine AOC each year.
Regardless of whether the General Assembly enacts such a requirement, we recommend AOC
obtain an annual external audit. To provide further transparency, the results of any audits or
examinations of AOC should be open records and posted to a public website.

Finding 4: Employee Ethics Policies Are Poorly Developed

AOC’s ethics rules are scattered, not well developed, and lack an independent enforcement
mechanism. Most of the policies are contained in the Kentucky Court of Justice Personnel
Policies, but some guidelines are found in procurement policies discussed separately in Finding 5

(page 25).

The Kentucky Court of Justice Personnel Policies contain the following sections related to
employee ethics:
e Confidential Information (Section 2.02). Prohibits disclosure and use of confidential
information.
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e Abuse of Position (Section 2.04). Addresses conduct that creates the “appearance of
impropriety” and secures “unwarranted privileges or exemptions.”

e Conflict of Interest (Section 2.05). Requires employees to disclose conflicts of interest to
their appointing authority.

e KCOJ Property and Resources (Section 3.08). Restricts use of public resources to
official business only.

Violation of the Code of Conduct (Section 2 of the KCOJ Personnel Policies), “may result
in disciplinary action, up to, and including dismissal.” Violation of section 3.08 regarding business
use of public resources has similar consequences. While AOC has policies addressing some areas
of ethical conduct, the rules are not robust in several areas. Furthermore, there is little to no
guidance provided to those designated to handle ethical issues.

This finding addresses administrative and personnel policies at AOC. It does not address
codes specifically applicable to judges or clerks, each of which have their own codes that govern
their conduct in those roles.

Conflict of Interest Policy is Vague, Subjective, and Open-Ended

Conflicts of interest are not specifically prohibited
or subject to mandatory consequences under AOC policy.  AOC policy requires disclosure of
The policy merely states that an employee “must disclose conflicts of interest, but does not
any actual or potential conflicts of interest to his or her prohibit conflicts or state how
appointing authority for resolution.” The policy goes on employees are to resolve them.
to ex